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Summary 

The security dilemma (Herz, 1950) or the ‘quintessential dilemma’ (Wheeler and Booth, 1992) 

explains the inherent uncertainty of human affairs which contributes to international conflict. This 

uncertainty is driven by the material reality of a reciprocal weapons increase, which persists on 

opposing sides. This continuous increase of uncertainty can be modelled using catastrophe theory 

as the resulting discontinuous change is the most catastrophic outcome; war.  Catastrophe theory 

was developed by Rene Thom in the 1960’s and popularised by Christopher Zeeman in the 1970’s. 

It provides an explanation of the enigmatic behaviours of certain systems; how continuous 

changes in an independent variable can produce sudden discrete changes in a dependent variable, 

with the outcome usually catastrophic in nature. Although it is the physical presence of weapons 

which drives the security dilemma, there are much deeper psychological issues which shall be 

addressed. Firstly the logic behind decision making, considered under the explanatory framework 

of the Prisoner’s Dilemma and secondly how the formation of groups contributes to the security 

dilemma. Although the elusive concept of trust typically remains an implicit factor within security 

dilemma research, a brief explicit consideration will be presented, as trust, or a lack of, is 

fundamental to the security dilemma. A multidisciplinary and multilevel approach is explored, 

which is emphasised as essential to fully understand the variety of factors which contribute to 

conflict. 

The security Dilemma 

At the heart of international conflict is the security dilemma (Herz, 1950). In the build up to 

conflict, it is in a state’s best interest to secure themselves by increasing their own weapon supply. 

Subjectively, by each state, this is viewed as a defensive act, aimed at securing their own safety. 

However, these actions can be interpreted as offensive by opposing states, thus promoting a 

sense of insecurity, which causes opposing states to increase their arms, so they can feel prepared 

in case of attack. The first state interprets this as an offensive act, and due to increased insecurity, 

this state increases their arms supply and so the mutual increase in arms persists. This is the 

essence of the dilemma; through these actions, which individual states believe are aimed to 

reduce their insecurity, they are actually creating the insecurity which drives the dilemma.  This 

dilemma will always exist because the uncertainty of other states motives will always exist and this 

is thought to be a consequence of living in a state of anarchy. 
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In Leviathan (1651) Thomas Hobbes describes the ‘state of nature’ - a state of anarchy in which a 

lack of a ruling power creates no incentive for mutual cooperation between people. Individuals 

will naturally act in their personal best interests, with no cooperation for the purposes of mutual 

gain. Using this explanation, the international arena can be said to exist in a ‘state of war’ 

(Hoffman, 1965) as no international authority exists above that of the sovereign state.  Individual 

states in the state of war act as individual people would in a state of nature, aiming only to satisfy 

their own needs, creating a permanent state of insecurity. The fatalistic nature of the security 

dilemma creates a rather pessimistic view of international relations, in which the possibility of war 

will never be escaped, making research to model its escalation essential. 

Dynamical Systems theory  

Developed by Ludwig Van Bertalanffy and published in 1968, General Systems Theory claims all 

fields of science can be united using principles which apply to all systems. Systems have been 

defined as assemblies of component parts, which are ordered and united in such a way that 

removing or altering any of the component parts would fundamentally change the behaviour of 

the system as a whole. As outlined by Warren (2006), every possible state a system can exhibit is 

displayed in a ‘phase space’. Goals of human behaviour may be represented by loci in state space 

towards which trajectories converge, known as ‘attractors’ in behavioural dynamics. Loci from 

which behavioural trajectories diverge are known as ‘repellors’. Sudden bifurcations (changes) in 

the behaviour of a system can be related to the number or stability of attractors or repellors in 

state space and this stability is codetermined by the influence of task constraints and perceptual 

motor laws in the same sense that Gibson (1979) proposed that control is distributed over the 

agent – environment system, rather than being internally or externally localised. 

If we consider states as individuals for the purposes of analysis, systems theory provides a novel 

conceptualisation of the security dilemma. An individual’s phase space can consist of several 

attractors towards which their goals are aimed and the systems natural response after any 

interruption from external influences is to settle back into its typical attractor state. The system is 

constantly battling between internal and external influences to reach an equilibrium which 

accords with personal goals, but also protects the individual from possible threats. For example, 

an individual’s (state’s) typical attractor state may be to act cooperatively for purposes of mutual 

gain, but external influences which are interpreted as aggressive e.g. increase of arms, can shift 

the focus of the individual from the typical attractor state to a more urgent state, such as the need 
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for security. The likelihood of a system’s trajectory shifting towards a different attractor is largely 

dependent upon the properties of attractors within that phase space. 

More specifically, an attractor is a reliable pattern of changes towards which a system’s behaviour 

evolves over time (Nowak, Vallacher and Zochowski, 2005). Attractors are characterised by three 

different properties – basin of attraction, depth and shape, an example of which can be viewed in 

figure 1. An attractor’s basin encompasses the range of values surrounding an attractor, so that a 

large basin will attract a large range of values. The depth of an attractor dictates the force 

required to move the system out of that attractor state. The shape of an attractor represents how 

the system will react to deviations from its attractor state and how strongly each deviation will be 

forced back towards the attractor state. 

 

Figure 1 – Three attractor basins, varying in depth, basin of attraction and shape. 

 

Figure 1 note – The widest basin will attract the largest range of values, but once behaviour has 

settled in the deepest basin, this will be the most difficult to alter. 

 

Attractor dynamics have been used to model the dynamic processes which contribute to 

personality (Nowak, Vallacher and Zochowski, 2005). For example, if a person has a tendency 

towards optimism and they are settled within a deep basin of attraction, it would take extremely 
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strong external influences to alter their views. In contrast, a person may believe themselves to be 

generally optimistic, but their views may not be well established, making their basin of attraction 

quite shallow. This would mean that small external influences would be enough to alter this 

person’s view and shift their behaviour from an optimistic attractor to a more pessimistic one. 

A more novel application of attractor dynamics has been to female same sex sexuality (Diamond, 

2007). It has been noted that whilst male same sex attractions are usually realised prior to puberty 

(MClintock and Herdt, 1996), female same sex attractions are more variable, often only realised in 

adulthood and increasingly susceptible to change. This had led authors to suggest that female 

same – sex attractions are more ‘fluid’ (Baumeister ,2000), making a dynamical systems 

conceptualisation appropriate. It has been highlighted (Diamond, 2007) that external and internal 

influences such as cultural norms, situational factors, hormones and personality traits are likely to 

change over time and have varying influences on a person. In terms of female sexuality, the joint 

varying influence of internal and external factors may cause trajectories to converge to different 

attractor states at different times, explaining the variation in female sexuality over time. 

Modelling the Security Dilemma with attractor dynamics 

Attractor dynamics can also be used to model the security dilemma. As a basin of attraction 

becomes larger, it will attract a larger set of values and the system will begin to default to this 

attractor state, making any attempt to change the system’s behaviour towards another attractor 

state arduous. In times of insecurity, created by opposition states increasing their arms, the basin 

of attraction for the ‘need for security’ will become larger and deeper as states feel increasingly 

threatened by the opposition. This will drive states to act in a way that will increase their 

subjective feeling of security i.e. increase their own weapons. As this attractor basin becomes 

larger, it will become the system’s default state as all goals of a nation’s behaviour will be to 

increase security.  Due to its depth it will be able to resist relatively strong forces in opposition to 

the current basin of attraction, so any attempts to reduce arms or reach a coalition are unlikely to 

be successful 

Catastrophe theory 

Developed by Rene Thom in the 1960’s, and later popularised by Christopher Zeeman in the 

1970’s, Catastrophe theory is a branch of systems theory which explains  how continuous inputs to 

an independent variable can lead to discrete changes in a dependent variable. These discrete 
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changes cause a sudden switch in a system’s behaviour, which are usually adverse. Catastrophic 

systems have five characteristic properties; bimodality, discontinuity, divergence, hysteresis and 

inaccessible regions. Bimodality refers to the two separate states a system can switch. This switch 

cannot be continuous, it must be discrete – this is the system’s feature of discontinuity. The 

system’s property of divergence dictates that two separate trajectories or events, caused by 

identical circumstances, can have very different end results. Hysteresis is the movement of a 

system backwards and forwards along different trajectories. This means that the system’s 

behaviour is reversible, but it will always use a different pathway backwards, than it used 

forwards. There are also inaccessible regions in catastrophic systems, meaning that it is impossible 

to predict what effect a certain set of circumstances will have on the system’s behaviour. 

The applications of catastrophe theory are multiple and include the discontinuous nature of 

Piaget’s stages of cognitive development (van der Maas and Molennaar, 1992; Freedle, 1977: 

Khlar and Wallace, 1976), clinical applications such as anorexia nervosa (Zeeman, 1976) and 

phenomena within social psychology such as attitude change (Flay, 2007). Although the applicable 

nature of this catastrophe theory is fundamentally appealing, it is also criticised for facilitating 

imprecise and vague applications, which are no more than speculative (Poston and Stewart, 1978). 

Catastrophe theory and The Security Dilemma 

The most popular model in catastrophe theory is the cusp model. Within the cusp model, two 

factors cause the system to display features of catastrophe. In the case of the security dilemma, 

the independent variable or provoking factor is the increase of weapons and this has a direct 

influence on the dependent variable; insecurity. The splitting factor is the extent to which these 

two factors are linked through feedback; the increase of weapons is interpreted as an offensive 

act, which causes an increase of insecurity, causing the state to further increase its weapons. This 

increase in weapons and insecurity increase together, until the states reach a tipping point and 

this continuous increase of weapons and insecurity switches to a discontinuous state; war. This 

relationship can be seen in figure 2. Once the system has changed to this state, is displays high 

inertia (Robins and Novaco, 1999), which explains why returning nations to a state of peace once 

conflict has begun is extremely difficult. 
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Figure 2 – The catastrophe cusp model

 

Figure 2 note –Insecurity and weapons increase display a linear relationship, until a tipping point is reached 

and war commences. 

 

The Rational Choice 

Forced dependence on others for material and social well being ‘creates the paradoxical situation 

that man is at the same time foe and friend to his fellow man, and that social co-operation and 

social struggle seem to go hand in hand, and to be equally necessary’ (Herz, 1951:3) 

The Prisoner’s Dilemma 

Catastrophe theory provides an all encompassing model of the security dilemma, but the 

individual decisions that contribute to the dilemma need to be studied on a more precise level. 

One way to conceptualise decision making in times of uncertainty is with game theory - more 

specifically, the Prisoner’s Dilemma. Imagine two players kept in separate cells with no means of 

communication, each waiting to be interviewed by the police who attempt to get a confession 

from each prisoner. If neither prisoner confesses to the crime, they each receive a relatively light 
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sentence of one year, as this would create a sense of uncertainty surrounding the guilt of either 

prisoner. If both prisoners confess, their guilt is certain so they both receive a sentence of eight 

years. If one prisoner confesses, but the other does not, the confessing prisoner receives a short 

three month sentence due to their cooperation, whilst the prisoner who didn’t confess receives a 

ten year sentence as they didn’t cooperate, but their guilt is implied by the other prisoner’s 

admission. These combinations and subsequent outcomes are displayed in figure 3. 

 

Figure 3 – The Prisoner’s Dilemma game. 

  

      Prisoner 1 

     Not Confess    Confess 

Not confess 

Prisoner 2   

Confess 

 

 

From the prisoner’s perspective, they could either confess and potentially face an eight year or 3 

month sentence, or not confess and receive either a one year or ten year sentence. For both 

prisoners, the best option is for neither to confess and both receive the one year sentence. 

However, imagine you are player 2 and you choose not to confess. This involves placing complete 

trust that prisoner one will do the same and as the consequence of this outcome not happening 

will result in you receiving a ten year sentence, it suddenly becomes evident that not confessing is 

a very risky act. Due to a lack of trust, the outcome of the game is that both prisoners will confess 

in an attempt to avoid a potential ten year sentence but this will result in each receiving a 

relatively long eight years imprisonment. 

The Prisoner’s dilemma can be applied to a variety of behaviour. Steroid use among athletes isn’t 

uncommon as it gives competitors a significant advantage. If all athletes cooperate and don’t use 

 

1 year only 

 3 months for Prisoner 1 

10 years for Prisoner 2 

3 months for 2 

10 years for 1 

 

8 years each 



9 | P a g e  
 

steroids to enhance their performance, the competition will be fair and they won’t suffer any side 

effects. However, if one athlete defects and uses steroids, they will be ahead of the competition. 

As no athlete will be certain who has taken steroids, it is in their best interests, competitively, to 

take steroids themselves or risk losing. Climate change can also be considered in this way; the 

individual benefit of a country to reduce their CO2 emissions is greater than the shared benefit if 

all countries were to reduce their emissions, making it unlikely any country will make a change, 

explaining the global resistance to stop climate change (The Economist, 2007). The Prisoner’s 

dilemma is an extremely useful tool and has also been used to model economic behaviour (Carilli 

and Dempster, 2001), social interactions (Sally, 2000) and even the selfish behaviour displayed by 

an RNA virus (Turner and Chao, 1999), making it ideal to utilise for an explanation of the decisions 

which maintain the security dilemma. 

Two Dilemmas considered together.  

The Prisoner’s dilemma game can be applied to a wide range of decision making situations, 

including the security dilemma. Figure 4 displays the pay off matrix in the security dilemma, with 

cooperating denoting states not increasing their weapons and not cooperating representing an 

increase of weapons. From the matrix it is obvious that the best action for both states is to 

cooperate by not increasing their own weapons, ideally leading to peace between states. 

However, analogous to the dilemma faced by the prisoners, each state has to trust that the other 

will also cooperate, because if one state cooperates, but the other doesn’t, the cooperating state 

are leaving themselves unprotected and vulnerable to attack, should the other nation decide to 

initiate conflict. The consequences of a state being relatively unarmed in times of conflict are dire, 

thus making the chances of both states cooperating to reach a state of peace unfortunately 

improbable. Logically then, the most likely actions of both states is to not cooperate with each 

other, increase their weapons and eventually war will commence, resulting in adverse 

consequences for both states 
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Figure 4 – The Security Dilemma pay off matrix 

         

       State 1 

     Don’t Cooperate  Cooperate 

Don’t Cooperate 

State 2   

Cooperate 

 

   

All we need is trust 

“The question of whom to trust and how far is as central a question of political life as it is of 

personal life” – John Dunn (1993: 641) 

The elusive concept at the heart of the Security Dilemma and the Prisoner’s dilemma is trust. Trust 

is an implicit part of life and is essential for social functioning. However, whilst is may be easy to 

exert ‘functional trust’ in the skills of your doctor or dentist, placing trust in other states, when the 

stakes are so high is more challenging. There are also several factors which mitigate functional 

trust. For example, we know that for doctors to continue practicing and avoid malpractice 

investigations, they are obligated to act in our best interests. These circumstances do not exist 

regarding the security dilemma, making functional trust an obsolete concept and leaving only 

uncertainty. Uncertainty and trust are intrinsically linked; without uncertainty there would be no 

need for trust (Misztal, 1996). The fatalistic view of international conflict suggests total certainty 

and therefore trust are rare within the political arena, which can be further elaborated using the 

Prisoners dilemma framework of the security dilemma.  

It is the fear of being exploited which drives the security dilemma, increasing uncertainty and 

decreasing trust between states. Therefore, the chance of cooperation in the prisoner’s dilemma is 

increased by anything that increases the incentives of mutual cooperation or perhaps more 

importantly for the promotion of trust, decreases the costs the state will pay if one cooperates 

 

War 

 State 1 unprotected. 

State 2 secure 

State 2 unprotected 

State 1 secure 

 

Peace 
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and the other defects (Jervis, 1978). So far, the perceived threats have been interpreted in 

objective terms, referring only to the material increase of weapons. However, even though several 

states will increase their arms, an individual state will only interpret these actions as offensive 

when carried out by certain states, despite the objective reality non- threatening may have the 

same level of security. At this point, it is important to consider the security dilemma from a more 

subjective level: the formation of groups. 

Group Formation 

The minimal group paradigm (Tajfel, 1970) explains how by using only marginal distinctions, biases 

can form which create ingroup preferences. In other words, the mere presence of an ougroup 

group is enough to create discriminatory behaviour. Social identity theory (Tajfel and Turner, 

1979) suggests ingroup favouritism persists as a method of positively enhancing one’s own social 

identity, which is increased when using a negative frame of reference i.e. the outgroup. The 

‘Robber’s Cave Experiment’, famously conducted by Sherif et al (1954) has formed the basis of 

research on group formation. The authors arbitrarily split boys at a summer camp into two 

separate groups and observed three stages – group formation, group conflict and conflict 

resolution.  Group formation commenced quickly, with groups developing a social hierarchy. The 

two groups were then asked to compete against each other in athletic competition, where strong 

ingroup favouritism was evident, despite original intergroup friendships. Due to the extreme levels 

of intergroup conflict displayed, the researchers had to abruptly end the group conflict stage. The 

researchers reduced intergroup conflict by increasing communication between the two groups 

and introducing superordinate goals, which encouraged cooperation between the two groups, 

suggesting exposure and communication between groups is key. 

States as groups 

States in conflict can be compared to Sherif’s boys in competition at the summer camp. Each state 

has formed its own group and all members of this group identify with that group. Self 

categorization theory (Hogg and Abrams, 1988, Tajfel, 1982, Tajfel and Turner, 1979) suggests that 

members of groups privately accept the opinions of groups as their own in order to form 

subjectively valid opinions about the world. Due to these shared values and goals, states display 

ingroup reciprocity (Rabbie et al., 1989); they are aiming to maximise self – interest. Groups also 

expect other members of the ingroup to display ingroup reciprocity (Jetten, Spears and Manstead, 

1996), to maximise the interests of the ingroup. The outgroup fear hypothesis (Ng, 1982) suggests 
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that group behaviour reflects an attempt to maintain intergroup equity. Ingroups act in the best 

interests of their group and assume that other ingroups will do the same, so both groups are 

acting pre-emptively.  

Although ingroup-outgroup behaviour is typical and can be observed in a variety of everyday 

situations, the distinction between groups has historically been exploited by governments who 

have used dehumanization to enable genocide. Dehumanization formed a major part of Nazi 

propaganda in the World War II, as the media promoted the idea of Jews as ‘sub-human’ and 

evoked a number of anti-semetic laws, including requiring Jewish people to wear the star of David 

on their clothes, further emphasising the outgroup distinction.  

A selective threat 

Ingroup favouritism can exist without any sort of conflict or outgroup dehumanization. For 

example, the USA have a weapons supply far larger than that of the United Kingdom, but there is 

no security dilemma which exists between the two states, despite the objective presence of 

potentially threatening weapons. This implies a certain degree of trust between states that neither 

will defect and instigate a state of conflict. Using Sherif and Sherif’s (1954) explanation of conflict 

resolution between groups in the summer camp, it could be suggested that states such as the US 

and the UK have shared goals and values, which reduce uncertainty, mistrust and therefore 

weakens the security dilemma. An alternative interpretation of this cooperative behaviour 

between certain states could be that the cost of engaging in conflict is becoming too great. This is 

especially poignant with the development of Weapons of Mass Destruction. It isn’t that trust is 

increasing between states, but the risks of non-cooperation are becoming so large that mutual 

cooperation is the rational choice. 

Conclusions 

The security dilemma is an essentially political concept, objectively measuring the increase of 

weapons by opposing sides, but an exploration of the deeper psychological issues is needed for a 

more complete understanding. Dynamical systems theory and catastrophe theory have been 

applied to various psychological concepts and have been explained here as potential models of the 

security dilemma, providing a clearer picture of how states behaviour may change gradually over 

time towards different attractor states, or abruptly change to international conflict. These 

phenomena need to be perceived more subjectively as the choices of individuals dictate the 
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course of conflict. The prisoner’s dilemma highlights the risks and gains which have to be 

considered by states in times of conflict and how the safest course of action is often the course 

resulting in the least mutual gain. Group psychology explains how group formation can lead to 

ingroup favouritism and outgroup discrimination, increasing subjective feelings of threat and 

insecurity, further driving the security dilemma. However, only certain states cause this insecurity 

and conflict resolution tactics such as shared goals and increased communication can reduce 

conflict and tension between nations. Several novel conceptualisations of the security dilemma 

have been explored and the multiple psychological concepts involved have been explained, 

emphasising the necessity of a multidisciplinary approach to advance any theoretical 

understanding of international conflict. 
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